Blue’
iAppliScan - User Manual

Pre-requisites:
* Javarun time - http://www.oracle.com/technetwork/java/javase/downloads/index.html
* jAppliScan - http://blueinfy.com/#iAppliScan

There are two versions of iAppliScan. Check the java version of your machine before downloading
iAppliScan. Java version can be checked by “java version” command.

Get the 32 bit version if version shows 32 bit

Get the 64 bit version if version shows 64 bit
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Overview of iAppliScan

Amongst the mobile attack vectors and security weakness, Local storage and its misuse is being
considered as the key security concern from security and privacy standpoint. Unlike android, iOS
does not provide any API to monitor file system directly. One needs to dig in to files/directories to
find information stored in local storage across applications. Looking at the each file in the directory is
a tedious and painful job while doing penetration testing of the target application. We need to have
a simple utility to penetrate and analyze local storage in iOS platform. iAppliScan allows you to
automate iOS application review. Current version of iAppliScan needs a jailbroken device with SSH
access to interface. Device and iAppliScan needs to be in same network with access. Some of the
interesting features of iAppliScan which one can leverage during the testing of the application-

* Look for sensitive information in files/directories
* Find whether particular file exist or not

* Download file for further analysis

* Run external command

iAppliScan lets you automate the review of the iOS application with passing few parameters. It gives
pointers to possible vulnerabilities or weakness of the application.

iAppliScan have wizard driven configuration which allows user to provide all possible options to run
the tool. The current version of iAppliScan requires jailbroken device. This document will guide you
on step by step on how to run and analyze results using iAppliScan.
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Running iAppliScan
* Extract the zip file
* Double click on the JAR file

QO topian [ |[Somittser 5]

Organize v @ Open ~ Share with v Burn New folder

-~

¢ Favorites
;B Downloads
5] Recent Places

& SkyDrive E % Double click on iAppliScan Jar file.

Ml Desktop

4 Libraries i iAppliScan_32 jar
. Apps
Documents
J’ Music
[&=) Pictures
B videos

1% Computer
&, Local Disk (C:)
ca New Volume (D:) _

iAppliScan_32.jar Date modified: 11/21/2013 6:37 PM Date created: 1/2/2014 2:13 PM
Executable Jar File Size: 3.74 MB

Note: Make sure the machine running iAppliScan and iDevice are in the same network.
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Device Configuration
The first screen you will see on launching iAppliScan. This screen takes IP address, username and

password to connect to iDevice.

p
Device Configuration

IP Address

User Name

Password

[7] selectfor "root"

[7] select for "alpine"

/| Enter Device IP Address

4 Enter SSH username

% Enter SSH Password

[ Ne{t> ] [ Cancel }

Note: Check the boxes to use “root” as username and “alpine” as password.

AN
Click Next

Blue’

iAppliScan will connect to the device and get the list of installed application on clicking “Next”
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Application Configuration

The screen allows you to select the application to be reviewed and prompts to select location where
files can be downloaded.

{ N\
iomesentontgan

Select application from list
Select Application [DealSearch vl for analysis

Select Download Path  C:\Users\Laptop-7\Desktop\temp

Select path for the download directory
where the files will be downloaded

Clicking next will take to the “Search within Files” configuration.
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Search Within Files

Most application stores information in the local storage. To look for what information is stored in
the local storage, one needs to provide list of the keywords which will be used which exploring
different functionality of the application. This screen will give options to search keywords in selected

application. There are three ways to supply keywords to iAppliScan

* Manual — User can add keywords (each keyword in new line)
* Load from File — User can load a file which contains list of keywords (each keyword in new
line)

* Default — User can search for the default list of keywords

All three options can be used together. The following screen shows the options.

~

p
Search Within Files

Virat -
Rohit _——Enter keyword which needs to be
Test searched with in application data

— Select file with new line separated
[[] Load from file Il keywords which needs to be searched
with in application data

username -
password
) ~ Check “Default” checkbox to search
[Vl Defauit 4 default keywords with in application
data
<Back | [ New> | [ cancel |
\ AN |

Click Next

Click on next for “Look for Files” screen
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Search Files within Selected Application

Another set of attack on mobile is the information in different files i.e. cache.db or information in
plist file. The same functionality can be utilized to find out whether particular type of file exist in the
applicationi.e. *.txt, *.png. The “Look for files” allows regular expression based search in
application directory and finds the path of the application where particular file has been located.

There are three ways to supply keywords to iAppliScan

* Manual — User can add keywords (each keyword in new line)

* Load from File — User can load a file which contains list of keywords (each keyword in new

line)

* Default — User can search for the default list of keywords

All three options can be used together. The following screen shows the options.

[] Load from file

Default

Blueinfy Solutions Pvt Ltd

e ™

Cache.db

*.plist
*.db

_—_Enter file names which needs to be
searched with in application data

Select file with new line separated file
names which needs to be searched
with in application data

1

Check “Default” checkbox to search
default file list with in application
data

< Back H Next > ] [ Cancel

Click Next
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Download Files from the Selected Application

During the penetration testing, only information exist is not enough or the file exist is not enough to
report. One need to verify the file i.e. the application can be storing the screenshot.png in the local
storage but this screenshot can be blank screenshot. The download file feature allows you to

download the files from the iDevice for further analysis.

There are three ways to supply keywords to iAppliScan

* Manual — User can add keywords (each keyword in new line)

* Load from File — User can load a file which contains list of keywords (each keyword in new

line)

* Default — User can search for the default list of keywords

All three options can be used together. The following screen shows the options.

p
Download Files

[[] Load from file

[[] Default

< Back ][ Next > ] [ Cancel }

\

Enter file names which needs to be
downloaded from the application data

= Select file with new line separated file names

which needs to be downloaded from the
application data

Check “Default” checkbox to downloaded
default file names from the application data

AN
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Run External Commands in Connected device

There is always a possibility that one wants to run his custom script or other available scripts i.e.
keychain_dumper. The Run External command feature allows you to run any third party binary. It
assumes that binary exist in the iDevice. User needs to specify complete path along with the
command options to run the binary. The binary output will be displayed in the results pane.

There are three ways to supply keywords to iAppliScan

* Manual — User can add keywords (each keyword in new line)

* Load from File — User can load a file which contains list of keywords (each keyword in new
line)

* Default — User can search for the default list of keywords

All three options can be used together. The following screen shows the options.

g ™
Run External Command

\private\var\keychain_dumper -
Is -1| _——_Enter file names which needs to be

downloaded from the application data

[¥] Enter Manual

— Select file with new line separated file names
Il which needs to be downloaded from the
application data

Load from file

Default 4- Check “Default” checkbox to downloaded
default file names from the application data

[ <Back |[ \gun | [ cancet |

Click Run

Clicking on “Run” will initiate the testing and display the output in the results pane as shown below.
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Result Pane

Result pane is divided in to two part. Left part is result tree which shows the list of the findings, right
pane shows the detail about the findings. Clicking on Category will display finding results of the
particular category.

7 iAppliScan . e
iAppliScan Result |
Search Within File -
File Exist Search Result - Virat

Binary file 1-FF6E- 7. 1C matches
Oownload File Binary file /var/mobile/Applications/ESBFACS1-FF6E-421-9724-971C59D 26760/ Documents/Contact db matches
Run Eernal Command
Search Result - Rohit
Binary file matches
Binary file ontact db matches
Search Result - Test
Binary file C81-FFEE-4261-57 oy fy db matches
Results Tree
Search Result - username
Binary file /var/mobile/Applications/EBBFACS1-FF6E-42E1-9724-971C matches
Binary file /var/mobile/Applications/E8BFAC81-FF6E-4261-9724-971C59D oy db matches
=
Search Result - password
Binary file 81-FFEE-42E. matches
Binary file E-42€1-97. Py "y db matches
Cache.db - Exist in following path:
-FF6E-4261-97 brany/C y ache.db
= plist - Exist in following path:
i C81-FF6E-42€1-9724-971C app/Info.plist
C81-FF6E-4261-6724- plist
FFGE-4261-9724-971CS 2 plist
C81-FFEE-42E1-972 1C apple. Pl plist
plist
*.db - Exist in following path:
C81-FF6E-42€1-9724-971C Jontact.db
1-9724-971C5! brary/Ci bl ache.db
\C81-FFEE-42€1-97. db
Following *.png files are downloaded:
] C81-FF6E-4261-9724- app/icon.png d
© eSphere Security Solutions Pvt Ltd
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Application Scanning Results - Search within Files
Clicking on “Search Within Files” displays the result -

Search Result - Virat
Binary fle

Binary file

Search Resuit - Rohit
Binary file

Binary fle

Search Result - Test

Search Result - usemame
Binary fle

Binary file

matches

Search Result - password
Binary file

Binary fle

matches

© eSphere Security Solutions Pvt Ltd

Instances found for the searched
keywords in the application data

Application Scanning Results

Clicking on “File Exist” displays the result -

"5 ippliscan .

File Exist

iAppliscan Result
Search Within File

Search Results

(Cache.db - Exist in following path:

* plist - Exist in following path:

.db - Exist in following path:

© eSphere Security Solutions Pt Ltd

Instances found for the searched
File names in the application data
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Application Scanning Results - Download Files
Clicking on “Download Files” displays the result -

J iAppiscan »

iAppliscan Result
Search Within File
File Exist

Following *.png files are downloaded:

4[Dowpioad File
e
Run E\\ymal mmand

Search Results
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app/icon png

Instances for the downloaded
Files from the application data

Application Scanning Results - Run External Command
Clicking on “Run External Command” displays the result -

[liAppliscan

iAppliScan Result
b Search Within File
b File Exist
Download File
4| Run External Command
/Jprivale/var/keychain_dumper
Is
Is-IR

Search Results

© eSphere Security Solutions Pyt Ltd

T T T

Output of */private/var/keychain_dumper”
Generic Password
Senvice: push.apple.com
Account:
Entitlems = mm cm  cmm——
Label: 84
Generi * .
Keycha

Instances for the External
Commands output

Generic Password
Service: Mt
Account: B

EntitlemE w0 &
Label: (r

Generic b
Keychain e mealliie

Generic Password

Service:

Account: dGVzdHXOZXNOMT

Entitlement Group: 59KS6UA22W .com.blueinfy.Dvdséless
Label:

Generic Field: dvd

Keychain Data:

Generic Password
Service: Awiite

Account: ki

Entitlemel e s

Label: (ny

GenericFrg =

Keychain Lmmm  wemmm, myey_simesi

Generic Password

Service: ParentalControls
Account: user

Group: com.apple.
Label: (null)

Generic Field: (null) -
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