AppCodeTrace

AppCodeTrace enables the profiling of a managed .NET target application. It is a command line tool that
traces the execution of .NET compiled assemblies (.DLL or .EXE binaries) by investigating classes that
represent the assembly and its modules, types, methods, properties and fields, and the behavior of
function calls and the order in which functions are invoked from the main function.

To display the filename, line number and column number of functions, AppCodeTrace must have access to
the symbol (.PDB) files for the target application that is to be analyzed. A program database (PDB) file
holds debugging and project state information, such as line numbers, source code file information and
sequence points.

AppCodeTrace helps you understand the behavior of functions invoked within an assembly, even when
.PDB files are not available, by retrieving the Intermediate Language (IL) code and instrumenting it. A
backup of the target application is created in the backup directory prior to profiling the target application.

Installation

To install AppCodeTrace, run the AppCodeTraceCmdSetup.ms1i file. This installs AppCodeTrace in the
"C:\Program Files" directory by default. Upon successful installation, three folders are created in the
install path:

Backup
Logs
Silverlight

AppCodeTrace instruments the target application and injects the instrumented byte/IL-code into the
target application automatically. We refer to this process as patching the binary. A copy of the executable
is stored in the backup directory with the file extension .bak appended to the name of the executable,
before being patched. Results of this patched .DLL or .EXE file are stored in log files in the 1ogs directory.
A file with the extension . 1o0g appended to the name of the executable is created to record a list of
function calls in the instrumented IL code.

For example, if SampleLog.exe is provided to AppCodeTraceCmd . exe as the file to be
patched, the file SampleLog. exe is first copied to the backup directory and renamed to
SampleLog.exe.bak, prior to being patched.

AppCodeTrace also instruments Silverlight applications. Silverlight, a free plug-in, powered by the .NET
framework and compatible with multiple browsers, devices and operating systems, is a powerful
development tool for creating rich, interactive user experiences for Web and mobile applications. A
Silverlight application is bundled into a .XAP file and contains the client DLL for the Silverlight application.
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The .XAP file is a compressed file that uses the standard .zip compression algorithm to minimize client
download size. Rename the .XAP file extension to a .ZIP file extension, to view and extract the contents.

Usage

AppCodeTrace does not change the original IL code; it inserts calls to library routines for each function.
When AppCodeTrace runs, it looks in the current directory of the loaded assembly for a matching debug
(.PDB) file. If a matching debug file does not exist, AppCodeTrace profiles the target application but does
not display the filename, line number and column number of functions.

AppCodeTraceCmd -input <input file> [-config <config file>]

input - .NET DLL/EXE binaries to be instrumented, with absolute path specified,
i.e. "D:\AppCodeTrace\test\SampleLog.exe"

config: configuration file to be read. The default configuration file is
AppCodeTrace.config.

NOTE: Ensure that you have the correct .PDB files for the binaries to be instrumented.

1. Instrumenting .NET binary

To instrument samplelog.exe with a corresponding SampleLog.pdb file, the command is:

C:\Program Files\AppCodeTrace>AppCodeTraceCmd -input
"D:\ACTrace\samplelog\samplelog.exe"

Administrator: CG\Windows\System32 \cmd.exe

D:~ACTrace~samplelog>dir
Uolume in drive D has no lahel.
Uolume Serial Humbher is 2446-38BF

Directory of D:“ACTrace“sampleloyg

B?-27-.2011 12:47 PH <DIR> -
87272011 12:47 PH <DIR> --
A7-.82-2811 11:29 AM 6,656 samplelog.exe
878220811 11:27 AM 15.872 SampleLog.pdhb
2 Filed=s> 22, 528 hutes
2 Dirds> 41,.694.552.864 hytes free

D:~ACTrace~zamplelog_

Figure 1.1 Directory Listing showing the target application samplelog.exe and the corresponding SampleLog.PDB files
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Administrator: C:\Windows\ System32 \cmd.exe

C:sProgram Files“AppCodeTrace *AppCodeTraceCnd —input "D:\HCTPace\samplelug\samplii

Input file is D:~ACTracesample logssamplelog.exe

Patching started on D:“ACTrace“szamplelogszamplelog.exe

skip Samplelog.Ualidate.get_WhiteList . special method found
skip SampleLog.Ualidate.set_UWhiteList . special method found
D:~ACTrace~zamplelog~samplelog.exe patched successfully

C:sProgram Files“AppCodeTrace>

Figure 1.2 Running AppCodeTrace to instrument samplelog.exe

[z4.| Administrator: C:\Windows | System32\cmd.exe

C:~Program Files“AppCodeTrace>cd logs

C:“Program Files“AppCodeTrace~logs>dir
Uolume in drive C has no label.
Uolume Serial Mumher iz AC12-A3IAB

Directory of C:“Program Files“AppCodeTrace~logs

B7-26-,2011 B6:58 FH <DIR> -
B7-26-2011 B6:58 PM <DIR> .-
86 :58 AN B logs.txt
B6:580 PH 686 zamplelog.exe.log
2 Fileis> 686 butes
2 Dirds>» 59.377.865.984 hytes free

C:wProgram Files-AppCodeTrace~logs >

Figure 1.3 samplelog.exe.log file created after patching
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>samplelog.exe ' OR 1=1;—
Input 1: *

Input doesn't contain y invalid characters.

rzsamplelog.exe " OR 1=1;—"
Input 1= ' OR 1=1;—

Input doesn't contain y invalid characters.

Figure 1.4 Running the patched binary with arguments
Output

The log file shows the functions called along with any input passed from the command line. In this
example,

.Ilntepad++ - C:\Program Files\AppCodeTrace\logs\samplelog.exe.log alglil

Flle Edit Search View Format Language Settings Macro Run Plugins 2

DE WX B @R[ H=w

= samplelog.exe log |

=NCECREECEIE]

1 Entered SampleLog.Program.Main(System.S5tring[] args) F:\VSSDB\SecurityProjects\.NET Instrumentor\Samples\SampleLog\SampleLog\Program.cs - 13:7
2 Entered SamplelLog.Validate..ctor() [] F:\V55DB\SecurityProjects\.NET Instrumentor\Samples\SampleLog\SampleLog\Program.cs - 55:7
3 Returned SampleLog.Validate..ctor()
4 Entered Samplelog.Validate.CheckSQLInjection(System.String input) [ABC] F:\V55DE\SecurityProjects\.NET
Instrumentor\Samples\SampleLog\SampleLog\Program.cs — 61:7
Returned Samplelog.Validate.CheckSQLInjection(System.String input)
Returned SamplelLog.Program.Main(System.String[] args)
Entered Samplelog.Program.Main(System.String[] args) F:\VSSDB\SecurityProjects\.NET Instrumentor\Samples\Samplelog\Samplelog\Program.cs — 13:7

Entered SampleLog.Validate..ctor() [] F:\VSSDB\SecurityProjects\.NET Instrumentor\Samples\SampleLog\SampleLog\Program.cs - 55:7
Returned SampleLog.Validate..ctor()
10 Entered SampleLog.Validate.CheckSQLInjection(System.String input) ['] F:\VS5DB\SecurityProjects\.NET

Instrumentor\Samples’SampleLoghSamplelog\Program.cs — 61:7
Returned Samplelog.Validate.CheckSQLInjection(System.String input)
Returned SampleLog.Program.Main(System.String[] args)
13 Entered SampleLog.Program.Main(System.S5tring[] args) F:\V5SDB\SecurityProjects\.NET Instrumentor\Samples\SampleLog\SampleLog\Program.cs - 13:7

Entered Samplelog.Validate..ctor() [] F:\VS5DB\SecurityProjects\.NET Instrumentor\Samples)\SampleLoghSamplelog\Program.cs — 55:7
Returned Samplelog.Validate..ctor()
16 Entered Samplelog.Validate.CheckSQLInjection(System.String input) [' OR 1=1;--] F:\VS5DB\SecurityProjects%.HMET

Instrumentor\Samples’SampleLog\Samplelog\Program.cs - 61:7
Returned SamplelLog.Validate.CheckSQLInjection(System.String input)
Returned Samplelog.Program.Main(System.5tring[] args)

Normal text file fbchar: 1824 |n:19 Col:1 Sel:0 |Dos\Windows  [aNST s

Figure 1.5 Contents of the log file samplelog.exe.log

2. Instrumenting Silverlight applications

To instrument Silverlight applications, use the —silverlight option. AppCodeTrace will automatically
read the contents from the configuration file stored in the silverlight directory.

To instrument the Silverlight application bundled in the file test.xap,
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Step 1: Rename test.xap to text.zip. Extract the contents to a local folder.

Step 2: Pass the test.d11 file as input to AppCodeTrace. Make sure to use the -silverlight option.
The configuration file is read from the Silverlight folder under "C:\Program Files\AppCodeTrace"

C:\Program Files\AppCodeTrace>AppCodeTraceCmd -input "D:\ACTrace\test\test.dll"
-silverlight
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[z, Administrator: C\Windows\System32\cmd.exe =] x|

D:~ACTrace~test>dir
Uolume in drive D has no label.
Uolume Serial Mumber iz 2446—-38BF

Directory of D:“ACTrace“test

A?-2%-2811 A3-@8 <DIR> -
A?-2%-20811 A3:-08 <DIR> .-
A3-31-2011 B84:45 487 AppManifest.xaml
A7-25-2011 82:23 658 ServiceReferences .ClientConfig
A8-17-2007 1A:35 386,712 System.Windows .Controls.dll
B3-31-2011 @A4:-44 574,976 test.dll
HW3-28-2811 11:58 127.632 WeborhClient.dll
5 Filed=> 1.1608.65% hytes
2 Dircs> 41.692,.887.088 hytes free

D:~ACTrace~testic:

C:swProgram FilessAppCodeTrace *AppCodeTraceCmd.exe —input "D:sACTracesteststest.d
11" —silverlight

Input file is D:“ACTrace“test>test.dll

Patching started on D:“ACTrace~teststest.dll

Failed to read pdh file. PDB file does not exist or invalid. Error: ExceptionOcc

test.App.get_UYWehorhlURL . =special method found

test.App.set_UWehorhlURL . =special method found

test.dvdsdless .Products.get_ProductId ., special method found
test.dvdsdless .Products.set_ProductId ., special method found
test.dvdsdless .Products.get_ProductMame . special method found
test.dvdsdless .Products.set_ProductMame . special method found
test.dvdsdless .Products.get_Product_desc_summary . special method found
test.dvdsdless .Products.zet_Product_desc_summary . special method found
test.dvdsdless .Products.get_Product_desc . special method found
test.dvdsdless .Products.zet_Product_desc . special method found
test.dvds4dless .Products .get_Product_price . special method found
test.dvds4dless .Products.set_Product_price . special method found
test.dvds4less .Products . get_Image_path . special method found
test.dvds4less .Products.set_Image_path . special method found
test.dvds4less .Products.get_Rehates_file . special method found
test.dvds4less .Products.set_Rehates_file . special method found
test.dvds4dless .Products.add_PropertyChanged . special method found
test.dvdsdless .Products .. remove_PropertyChanged . zpecial method found
test.dvdsdless .. IntroCompletedEventArgs .get_Result . special method found
test.dvdsdless .getProductInfoCompletedEventArgs .get_Hezsult . special method

skip test.dvds4less.getProductInfo0bhjectCompletedEventArgs .get_Result . special
method found

skip test.dvds4lessz .getProductInfolMLCompletedEventArgs .get_Heszsult . special met
hod found

skip test.dvds4lessz.getRebateszInfoCompletedEventArgs.get_Heszsult . special method
found

zkip test.dvds4dless.getSecurityTokenCompletedEventArgs .get_Result . special meth
od found

skip test.dvds4less.duvds4lessSoapClient.get_CookieContainer . special method fou
nd

skip test.dvds4less.duvds4lessSoapClient.set_CookieContainer . special method fou
nd

skip test_duvdsdless._duvdsd4lessSoapClient.add IntroCompleted . ecial method fouwn i

Figure 2.1 Instrumenting test.xap
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[z, Administrator: C\Windows\System32\cmd.exe

test.dvdsdless .Products.get_Product_price . special method found
test.dvdsdless .Products.zet_Product_price . special method found
test.dvds4dless .Products .get_Image_path . special method found
test.dvds4dless .Products.set_Image_path . special method found
test.dvds4less .Products.get_Rehates_file . special method found
test.dvds4less .Products.set_Rehates_file . special method found
test.dvds4less .Products.add_PropertyChanged . special method found
test.dvds4less . Products .. remove_PropertyChanged . special method found
test.dvds4dless . IntroCompletedEventArgs .get_Result . special method found
test.dvdsdless .getProductInfoCompletedEventArgs .get_HResult . special method

found

cskip test.dvds4less . getProductInfoObjectCompletedEventArgs .get_Result . special

method found

skip test.dvds4less.getProductInfolMLCompletedEventArgs..get_Hesult . special met

hod found

skip test.dvdsdless.getRebatesInfoCompletedEventArgs.get_Hesult ., special method

found

skip test.dvds4less . getSecuritylTokenCompletedEventArgs .get_Hesult . special meth

od found

ip test.dvds4dless.dvds4lessSoapClient.get_CookieContainer . special method fou

test.dvds4less . duds4lessSoapClient.set_CookieContainer . special method fou
test.dvds4less .dvds4lessSoapClient.add_IntroCompleted . special method foun
test.dvdsdless .dvds4lessSoapClient.remove_IntroCompleted . special method f

Eest&duds4less.duds4lessﬂuapﬂlient.add_getPruductInfuﬂumpleted » Epecial me
oun

test.dvdsdless . dvds4lessSoapClient.remove_getProductInfoCompleted . special
method found
skip test.dvdsdless.dvds4dlessSoapClient.add _getProductInfoObjectCompleted . spec
ial method found
skip test.dvds4less.dvds4dlesszsSoapClient.remove_getProductInfolObjectCompleted . =
pecial method found
zkip test.dvds4dless.dvds4lessSoapClient.add_getProductInfolMLCompleted . special
method found
skip test.dvds4less.duds4lessSoapClient.remove_getProductInfolMLCompleted . spec
ial method found
skip test.dvds4less.duds4lessSoapClient.add_getRebatesInfoCompleted . special me
thod found
skip test.dvds4less.duds4lessSoapClient.remove_getRehatesInfoCompleted . special
method found
cskip test.dvds4less.duds4lessSoapClient.add _getSecurityTokenCompleted . special
method found
zkip test.dvds4less.duds4leszSoapClient.remove_getSecurityTokenCompleted . speci
al method found
kip test.dvds4dless.dvdsdlessSoapClient.add OpenCompleted . special method found

test.dvdsdless .dvds4lessSoapClient . remove_OpenCompleted . special method fo

test.dvdsdless . .dvdsd4lesszsSoapClient.add_CloseCompleted . special method foun

test.dvds4less . duvds4lessSoapClient.remove_CloseCompleted . special method f
D=“~ACTracesteststest.dl]l patched successfully

C=~Program Files“AppCodeTrace>_

Figure 2.2 Instrumenting test.xap

Step 3: The file test.d11 is now patched by AppCodeTrace. Add this patched compiled binary
test.dll along with the other files that were extracted in step 1 to the archive test . zip. Rename the
archive to test.xap. View this XAP file in a browser.
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Step 4: Open DebugView.exe (runas Administrator). DebugView.exe may be downloaded from

www.sysinternals.com

Step 5: Click anywhere on the Silverlight test application. All function calls captured by AppCodeTrace can
be viewed in DebugView. See Figure 2.0

DebugView on \\BLUE-PC (local) =181 x|
Fie Edit Capture Options Computer Help
EEHE | & (&~ @ EBD| 9P | A
# [ Tine [ Debug Print | -
0  0.00000000 [4504] Entered test App..ctor() []
1 0.00190265 [4504] Entersd test App.InitializeComponent() []
2 0.00321102 [4504] Returned test. App.InitializeComponent()
3 0.00331592 [4504] Returned test.App..ctor()
4  0.00412818 [4504] Entered test App.Application Startup(Objsct sender,System Vindows. StartupEventirgs e) [test. ipp]
5 0.00459350 [4504] Entersd test Pags..ctor() []
6  0.00522675 [4504] Entersd test Pags.InitializeComponent() []
7 0.00625892 [4504 Entersd test.Converters. InagePathConverter..ctor() []
8 0.00632169 [4504 Returned test.Converters. InagePathConverter..ctor()
3 0.00703946 [4504 Entered test.Converters PriceConverter..ctor() []
10 0.00722901 [4504 Returned test.Converters.PriceConverter..ctor()
11 0.02735697 [4504 Returned test.Page.InitializeComponent()
12 0.02753387 [4504 Entered test.Page.GetData({Systen.String Id) [1]
13 0.02843533 [4504 Entered test.dvdsdless. dvdsdlessSoapClient..ctor() []
14 0.11050624 [4504 Returned test.dvdsdless dvdsdlessSoapClient..ctor()
15 0.11085800 [4504 Entered test.dvdsdless. dvdsdlessSoapClient.getProductInfoObjectisync(Systen.String id) [1] -
16 0.11180355 [4504 Entered test.dvdsdless. dvdsdlessSoapClient.getProduct InfoObjectisync(System.String id, Object userState) [1]
17 0.11380100 [4504 Entered test.dvdsdless. dvdsdlessSoapClient.OnBegingetProductInfoObject (Object[] inValues.System.AsyncCallback callback, Object
18 0.11403057 [4504 Entered test.dvdsdless. dvdsdlessSoapClient.BegingetProductInfoObject (System.String id.Systen. AsyncCallback callback. Object as. ..
19 0.11430240 [4504 Entered test.dvdsdless. getProductInioObjectRequest. .ctor{) []
20 0.11433128 [4504 Returned test.dvdsdless getProductInfoObjectRequest..ctor()
21 0.11451269 [4504 Entered test. dvdsdless. getProductInioObjectRequestBody. ctor() []
22 0.11454011 [4504] Returned test. dvdsdless getProductInfcObjectRequestBody. ctor()
23 0.11481825 [4504] Entered test dvdsiless dvdsdlessSoapClient.test dvdsdless dvdsilessSoap.BegingetProductInfoObject(tsst. dvdsdless getProductI
24 0.11788683 [4504] Entered test dvdsdless dvdsdlessSoapClient.CreateChannel() []
25 0.11821838 [4504] Entersd dvdsdlessSoapClientChannel. ctor{ client) [test.dvdsilsss. dvdsilessSoapClient]
26 0.11824581 [4504] Entersd dvdsdlessSoapClientChannel. ctor{ client) [test dvdsilsss. dvdsilessSoapClient]
27 0.17814897 [4504] Returned dvdsdlessSoapClientChannel. ctor{ client)
28 0.17818266 [4504] Returned dvdsdlessSoapClientChannel..ctor{ client)
29 0.17821105 [4504] Returned test dvdsdless dvdsdlessSoapClient . CreateChannel()
30 0.17854355  [4504] Entered dvds4lessSospClientChannel.BegingetProductInfoObject (test.dvdsdless.getProduct InfoObjectRequest request.Systen Asyn. ..
31 0.17857675  [4504] Entered dvdsd4lessSoapClientChannel.BegingetProductInfoObject (test.dvdsdless. getProduct InfodbjectRequest request. Systen. dsy. ..
32 0.21769561 [4504] Returned dvdsdlessSoapClientChannel.BegingetProduct InfoObject {test.dvdsdless. getProduct InfoObjectRequest request.Systen . ds. ..
33 0.21775480 [4504] Returned dvdsdlessSoapClientChannel.BegingetProduct InfoObject (test.dvdsdless getProductInfoObjectRequest request. Systen hsy.. .
34 0.21779307  [4504] Returned test.dvdsdless dvdsdlessSoapClient.test . dvdsdless.dvdsdlessSoap.BegingetProduct InfaObject {test.dvdsdless. getProduct. . .
35 0.21784189  [4504] Returned test.dvdsdless.dwdsdlessSoapClient.BegingetProduct Infodbject (System.String id Systen.AsyncCallback callback Object a...
36 0.21783664 [4504] Returned test.dvdsdless.dvdsdlessSoapClient.OnBegingetProduct Infodbject (Object[] inValues.System.AsyncCallback callback. Object. ..
37 0.21793862  [4504] Returned test.dvdsdless.dvdsdlessSoapClient.getProductInfoObjectisync(Systen.String id Object userState)
38 0.21793095  [4504] Returned test.dvdsdless dvdsdlessSoapClient.getProduct InfoObjectisync{System.String id)
39 0.21802138 [4504] Feturned test.Fage.GetData(Systen. String Id)
40 0.21806324 [4504] Returned test Page..ctor()
41 0.21813060 [4504] Returnsd test App.Application Startup(Object sender,System Windows StartupEventargs e)
42 0.43919411 [4504] Entered test. dvdsiless dvdsdlessSoapClient . OnEndgetProductInfoObject(Systen.IAsyncResult result) [System. Servicelodel Channels Serv
43 0.43958774 [4504] Entered test dvdsiless dvdsdlessSoapClient. EndgetProductInfoObject{System.IAsyncResult result) [System.ServiceModsl Channels Servi
44 0.43998760 [4504] Entered test dvdsiless dvdsdlessSoapClient.test. dvdsdless dvdsdlessSoap.EndgstProductInfoObject(Systen. IAsyncResult result) [Syst
45 0.44058332  [4504] Entersd dvdsdlessSoapClientChannel EndgstProductInfoObject(Systen.IAsyncResult result) [Systen SsrviceModel Channels ServiceChan
46 0.44065359 [4504] Entersd dvdsdlessSoapClientChannel EndgstProductInfoObject(System. IAsyncResult result) [Systen Servicelodel. Channels ServiceCha
47  0.44684514 [4504] Entersd test dvdsdless. getProductInfoObjectResponse. . ctor()
an n_44r91539 racnan Peturnsd t==t Auvd=dlezss aetProado-t TnfalbSsct Pesremss ~tord ) LI

Figure 2.3 Capturing all Silverlight application calls
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DebugView on \\BLUE-PC (local) & x|

Fle Edit Captre Options Computer Help
EEHE | & (&~ @ EBD| 9P | A

# [ Tine [ Debug Print | -
77 0.50064194 [4504] Returned test.Convertsrs. ImagePathConverter.Convert(Object valus,System.Typs targstType,Object paramster,System.Globalization Cultu

78 36.62144470 [4504] Entered test. Page.img3_MouseleftButtonUp(Object sender,System Windows.Input.MoussButtonEventirgs e) [System.Windows Controls Inage]

79 3662151718 [4504] Entersd test.Page.GstData(System String Id) [3]

80 36.62154388 [4504] Entered test.dvdséless, dvdsdlessSoapClient. . ctort) [

Bl 36.62588120 [4504] Feturned test.dvdséless dvdsdlessSoapClient..ctor()

B2 36.62599945 [4504] Entered test.dvdséless, dvdsdlessSoapClient . getProduct InfoObjectisync(Systen. String id) [3]

83 36.62611771 [4504] Entered test.dvdséless. dvdsdlessSoapClient . getProduct InfoObjectisync(Systen.String id,Object wserState) [3]

B4 36.62625885 [4504] Entered test.dvdsiless, dvdsdlessSoapClient . OnEegingetProductInfoObject {Object[] inValues, Systen.hsyncCallback callback,Object a..
85 36.62634659 [4504] Entered test.dvdsdless dvdsdlessSoapClient . BegingetProduct InfoObject (System.String id,Systen. AsyncCallback callback,Object asy..
86 36.62643433 [4504] Entered test.dvdsdless getProduct InfoObjectRequest . ctor()

87 36.62654877 [4504] Feturned test.dvdsdless getProductInfoObjectRequest. . ctor()

88 36.62663651 [4504] Entered test.dvdsdless getProduct InfoObjectRequestBody . ctor() [

89 36.62667847 [4504] Returned test.dvdsdless getProductInfoObiectRequestBody. ctor()

30 36.62683868 [4504] Entered test.dvdsdless dvds4lessSoapClisnt . test dvdsdless dvdsilessSosp.BegingstProductInfoObjsct(test.dvdséless getProductIn
91 36.62688828 [4504] Entered test.dvdsdless dvds4lessSospClisnt.CreateChannel() [

92 36.62699509 [4504] Entered dvdsilessSoapClientChannel. ctor( client) [test dvdsdless.dvdsilessSoapClient]

93 3662708282 [4504] Entered dvdsdlessSoapClientChannel. ctor( client) [test dvdsdless.dvdsilessSoapClient]

94 3662768555 [4504] Returned dvdsdlessScapClientChannel. ctor( client)

95 3662780380 [4504] Returned dvdsdlessScapClientChannel. ctor( client)

96 36.62789154 [4504] Returned test. dvds4less dvdsdlsssSoapClient.CreateChannel()

97 3662800980 [4504] Entered dvdsilessSoapClientChannel BegingetProdustInfoObject(test . dvdsiless. getProductInfoObjsctRequest request,Systen. Async
58 36.62805557 [4504] Entered dvdsilessSoopClientChanncl.BegingetProduct InfoObject (test . dvdsiless. getProduct Info0bjectRequest request, Systen. Asyn. .
59 36.62876129 [4504] Feturned dvdsdlessSoopClientChanncl.EegingetProduct Infolbject (test . dvdséless getProduct InfoObjectRequest request,Systen, Asy. .
100 36.62884521 [4504] Feturned dvdsélessSoopClientChannel.EcgingetProduct Infolbject (test.dvdséless getProduct InfolbjectRequest request, Systen. Asyn. .
101 36.62890625 [4504] Feturned test.dvdsdless dvdsdlessSoapClient.test.dvdsdless, dvdsélessSoap. BegingetProduct InfoObject { test . dvdsdless getProductI. .
102 36.62897110 [4504] Returned test.dvdsdless dvdsdlessSoapClient.BcgingetProduct Info0bject (System. String id,Systen. AsyncCallback callback,Object as. .
103 36.62903214 [4504] Feturned test.dvdsdless dvdsdlessSoapClient.OnBegingetProduct InfoObject (Object[] inValues,System.AsyncCallback callback,Object
104 36.62924194 [4504] Feturned test.dvdsiless dvdsdlessSoapClient.getProduct Infolbjectisync{Systen.String id,Object wserState)

105 36.62933350 [4504] Feturned test.dvdsiless dvdsdlessSoapClient.getProduct Info0bjectisync{Systen. String id)

106 36.62942505 [4504] Returned test.Page.GetData{Systenm String Id)

107 36.62953949 [4504] Returned test.Page.img3_MouseLeftButtonUp{Object sender,Systen Windows. Input.MoussButtonEventirgs o)

108 36.73236084 [4504] Entered test dvdsiless dvdsdlessSoapClient . OnEndgetProductInfoObject{System. IAsyncResult result) [System.ServiceModsl Channels Serv
109 36.73239517 [4504] Entered test dvdsiless dvdsdlessSospClient . EndgstProduct InfoObject(System. IAsyncResult result) [System.ServiceModsl Channels. Servi
110 36.73249054 [4504] Entered test.dvdsilsss dvdsdlessSoapClient.tsst.dvdsdless dvdsdlessSosp.EndgstProduct InfoObject (System. IAsyncResult result) [Syst

111 36.73258209 [4504] Entered dvdsilessScapClientChannel EndgstProductInfoObject (Systen. IAsyncResult result) [System ServiceModel Channels ServiceChan

112 36.73261642 [4504] Entered dvdsilessSoapClientChannel EndgstProductInfoObject (System. IAsyncResult result) [System ServicesModsl.Channels ServiceCha

113 36.73290634 [4504] Entered test.dvdsdless. getProductInfcObjsctResponse. .ctor() [

114 36.73300171 [4504] Returned test.dvds4less getProductInfocObjectResponss. ctor()

115 36.73313141 [4504] Entered test.dvdsd4less Products RaissPropertyChanged(System String propsrtyName) [ProductId]

116 36.73319244 [4504] Returned test.dvdsiless Products.RsisePropertyChanged(Systen.String propertyNane)

117 36.73323059 [4504] Entered test.dvdsdless Products. RaiscPropertyChanged(Systen String propertyNeme) [ProductNane]

118 36.73331451 [4504] Feturned test.dvdsdless Products.RaiscPropertyChanged(Systen.String propertyNane) o
119 36.73340988 [4504] Entered test.dvdsiless Products RaiscPropertyChanged(Systen String propertyName) [FProduct_desc_summary]

120 36.73344040 [4504] Feturned test.dvdsdless Products.RaiscPropertyChanged(Systen.String propertyNane)

121 36.73353577 [4504] Entered test.dvdsdless Products RaiscPropertyChanged(Systen String propertyName) [Froduct_desc]

122 36.73356628 [4504] Feturned test.dvdsdless Products.RaiscPropertyChanged(Systen.String propertyNane)

123 36.73365402 [4504] Entered test.dvdsdless Products RaiscPropertyChanged(Systen String propertyName) [FProduct_price]

124 36.73368073 [4504] Feturned test.dvdsdless Products.RaiscPropertyChanged(Systen.String propertyNane)

126 3R _72IRT14R T4C0041 Frntered test dudsdless Products PaiseProrertuhanoed i Svsten String nronertelamet [Tnaoe nathl LI

Figure 1.2 Clicking on any one of the videos from those on offer is captured in the logs, identified by the ID value

AppCodeTrace Exclusions

Function calls that are not required to be profiled may be excluded by using a regular expression pattern.
For example, to exclude all function calls that begin with "__", the pattern will be written as follows:

<excludeCalls>
<pattern><![CDATA[*__]]></pattern>

</excludeCalls>
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AppCodeTrace.config explained

The configuration file is written in XML. Shown below is a sample file.

<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<backupPath>$executiondirectory$\backup</backupPath>
<logPath>$executiondirectory$\logs</logPath>
<traceLogDllPath>$executiondirectory$\TraceLogger.dll</traceLogDllPath>
<traceSysCalls>0</traceSysCalls>
<unidentifyFunctions>1</unidentifyFunctions>
<traceFilter>1l</traceFilter>
<excludeCalls>
<pattern><![CDATA[”*__]]></pattern>
<pattern><! [CDATA[*<PrivateImplementationDetails>]]></pattern>
</excludeCalls>

<monitorCalls></monitorCalls>

</configuration>

XML Tag Explanation

<backupPath> Ioca.tlon (absolute path) where the .NET Assemblies to be profiled, are
copied

<logPath> location of the log files that are created when AppCodeTraceCmd is run

<tracelLogDlIPath> location of the Tracelogger DLL

<traceSysCalls> reserved for future versions

A boolean value that takes either the value 1 (default) or the value O:

1 indicates a .PDB file is not required for instrumentation
0 indicates a .PDB file is required for instrumentation (trace with
symbols)

<unidentifyFunctions>

<traceFilter> reserved for future versions and not used in the command-line version

One or more function calls to be excluded from being profiled by

<excludeCalls> AppCodeTrace.

<monitorCalls> reserved for future versions
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